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[bookmark: _Toc165881696]Target audience

This document is intended to be read by Economic Operators, involved in the EU deforestation Regulation, having an IT system which manages electronically their DDS (Due Diligence Statement) and willing to develop the interconnection with the central EUDR system to submit the DDS in an automated manner. It is also intended for public institutions or private companies willing to develop software to service Economic Operators’ needs in submitting DDS to the central EUDR system.
Organizations which shall take part in that development are called “Participants” in the document.
[bookmark: _Toc165881697]Introduction

Systems willing to interconnect with the central EUDR system will need to pass a set of Conformance (CF) tests onto an EU hosted testing environment to be allowed to connect later to the EUDR Production environment once it is ready.
A minimum of 4 Conformance tests will be required:
· Capability of performing a basic connection with authentication,
· Capability of submitting of a DDS,
· Capability of retrieving the reference number of a previously submitted DDS,
· Capability of managing errors occurring when submitting DDS.
Additional Conformance testing are also proposed:
· Capability of amending a previously submitted DDS,
· Capability of retracting a previously submitted DDS,
· Capability of retrieving DDS from other Operators knowing the reference & verification numbers
The instance of the central EUDR system that will be used for the CF testing is hosted in the TRACES NT system and is called “ACCEPTANCE Alpha” (in short, Alpha).
It is important to note that, due to time constraints, the European Commission (EC) has drafted specifications that are not final and may still be subject to change. The participants will be informed when new versions of the specifications will be available. Also, the Alpha environment contains software that has been recently developed and may still contain issues. The Conformance test phase must then be seen as a collaborative campaign.
The scope of this first CF test covers:
· Communication between the development teams
· Establishing an authenticated connection between systems
The technical contacts at EC can be contacted for questions during the execution of the tests.
[bookmark: _Toc165881698]Prerequisites

This section describes the necessary expertise which shall enable the execution of this CF test. This can concern the understanding of technical documentation and/or one or several previous tests successfully completed.
Technological expertise: understanding and ability to develop SOAP web service calls.
Previous successful CF test: none.

[bookmark: _Toc165881699]Objectives

This section describes the goals expected to be achieved at the end of the CF test. 
Primary objectives:
· The determination of the points of contact within the participant,
· Acquire credentials to access Web Service in TRACES NT,
· Call a basic Web Service to test that connection and authentication work.
Secondary objectives:
· Be able to reuse the expertise acquired during this CF test in the future Production environment,
· Understand how a software could connect to the central EUDR system and act on behalf of several Economic Operators.
At the completion of the CF test, it is expected that the participant will have acquired the skills about the authentication process, management of the response to web services calls and reuse that for dealing with later tests.



[bookmark: _Toc165881700]Tasks

This section enumerates each unit of work to be performed during the CF test. The description of each task includes:
· A description of the activity to be performed for the CF test,
· The nature of any dependencies between tasks


[bookmark: _Toc165881701]Identification of contact points in participating teams

Send an email to the EC contact points, mentioned in the first page of the document, with the members of the participating team of this test (and potentially to later tests). Provide their name, email, and role in the scope of the test.
 
[bookmark: _Ref162255317][bookmark: _Toc165881702]Acquiring Credentials for a Web Service User

· Creation of an operator and a user in TRACES NT:
The participant needs to manually create the “Operator” in TRACES NT (Alpha) corresponding to the company involved in the CF test. Participants acting on behalf of other Operators should create at least 2 “operators”.
For every Operator, at least one user must also be created. That first user will be the reference (administrator) user which will be recorded as the “responsible person” in the Company every time a Web Service Call is performed to the Central EUDR system. It cannot be an anonymous or fictional account. 
Instructions on how to create Operators and Users in Alpha and get them validated are provided in Section 7.1.
Note that the created user cannot belong to more than one Operator company.

· Request and get authorization for one Web Service user:

Once the Operator is created and validated, proceed to acquire a “web service user” and an authentication key: 

1. Get the username of the EU Login account.

To locate the username, follow the next steps:

· Go to location: https://webgate.acceptance.ec.europa.eu/tracesnt-alpha and log in (if necessary),
· Click in the top-right corner of the screen,
· In the Popup, click in “Edit Profile”,
[image: ]

· In the right box “Personal Information” there is an attribute “username”. This value can now be used within your system for later tasks.

[image: ]

2. Get the “Authentication key” for the Participant’s system:

· Go back to the page “Edit your profile” (login if necessary, as in the previous step),
· Scroll to the section “Web Services Access”,
[image: ]

· If the previous steps have been completed successfully, the button “Active” should appear in this Section. Click on this Button. The section will contain a new field labeled “Authentication Key”. Click the “eye” next to the field to see the value. This value can now be used within the procedure described in later tasks,
[image: ]

· Note that the Authentication Key is Private and should only be used with your application. The person identified by the EU Login user that was created in the first step is responsible for the data that shall be submitted into Traces NT (this is of importance when the systems will exchange production data, not in the present situation with test data in Alpha).

[bookmark: _Toc165881703]Test connection to a basic Web Service of the EUDR system

For this initial CF test, one basic “ping” type connection will be executed. 
Necessary info for the development of the connection: 
1. The endpoint is the following:
https://webgate.acceptance.ec.europa.eu/tracesnt-alpha/ws/EudrEchoService 

2. Security:

· TRACES NT has a policy that enforces confidentiality, non-Replay and username + digest password credentials, which is described in the Wssp1.2-2007-Https-UsernameToken-Digest.xml file (read this for more details).  

· The security header is formed as follows:
· UserNameToken
· Username – See previous sections.
· Nonce – Random base64 number
· Created – Creation date of the message.
· Password – Is a digested value that is formed by the following:
· Base64 ( SHA-1 ( nonce + created+ “Authentication Key” ) )
· Timestamp
· Created – Creation date of the message.

· Expires (Date) – Based on creation date, for how long this message is valid. It can’t be more than 1 minute.

· WebServiceClientId. 
· The following tag must be added in the header
· <v4:WebServiceClientId>eudr-repository</v4:WebServiceClientId>
· Examples of Headers containing this tag can be found in 7.2 and 7.3.

3. Documentation

· WSDL and XSD Files: https://webgate.acceptance.ec.europa.eu/tracesnt-alpha/ws/EudrEchoService?wsdl 


[bookmark: _Toc165881704]Connection for more than one Economic Operator

If the system of a participant intends to connect to the central EUDR system on behalf of many Economic Operators, it will need to get one Web Service user for each company it is acting on behalf. To do so, step 6.2 needs to be repeated for each company. The system will use the appropriate credentials to identify the company when connecting to the central system (to be used in later tests).
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[bookmark: _Annex_1_-][bookmark: _Ref165881222][bookmark: _Toc165881706]Manual creation of an Operator and a User
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EUDR EO instructions.pdf
Economic Operator available roles (Activities)
“Operators” in the context of the IMSOC system are legal entities (i.e., companies), not individual users.

In the context of the EUDR DDS system, three roles for Operators are currently available, with their
corresponding available DDS actions:

1. EUDR Operators, can create a DDS for the following activities:
a. Import
b. Export
c. Domestic Production
2. EUDR Traders, can create a DDS for the following activity:
a. Trading (within the EU)
3. EUDR Authorised Representatives, can create a DDS for the following activities:
a. If representing an Operator:
i. Import
ii. Export
iii. Domestic Production
b. If representing a Trader:
i. Trading (within the EU)
e An Operator (company) can request and be assigned more than one activity.
e Forusersto be able to use the system, they must “belong” to an existing Operator “company”.
e An Operator can have more than one user in the system.

e A user can belong to more than one Operator in the system.

Important Note: While an operator entry can have multiple activities, duplicate operators are not
allowed in the system and will not be validated.

ACCESS TO THE TEST SYSTEM

Authentication

The following sections describe the steps required to create an EU login (for new users) and registering
operators and users in the Pilot Test environment.

EU Login user registration

All users must register with the global European Commission Authentication Service (EU Login) before
they can use the system.

j If the user already has an EU Login account, this section can be skipped because they should use their
existing account to authenticate in IMSOC.

For users having no EU Login account, the steps below must be followed:





1. Access the system’s home page via the following URL:
https://webgate.acceptance.ec.europa.eu/tracesnt-alpha/login

2. Click on “Request an access” as shown in the following screenshot:

Welcome

?
Please log in through the by clicking on the button below and follow EoEe irpanaEEnree
instructions.

- , equest an access. Your request will
Log in y a local administrator
©g bt the relevant competent authority.
If you cannot remember your password, you can
Login

Last update: 2023 Report a Problem Legal Notice Terms of Use Cookies Privacy statement Credits Contact Top Page

European Commission - DG Health & Food Safety.

IMSOC - TRACES.NT 6.9.0-SNAPSHOT
p sed by TRACESNT!

3. Provide the requested information as shown in the screen below, and click on “Create an
account”:

EU Login
ne account. mar

JIESE

Create an account

tei o exermal users

First naws

4. An email with instructions for accessing the system with your new credentials will be sent to the
email address you provided.

Role Assignment and Authorisation (first time users)
Using the EU login credentials, the user logs in to the Acceptance ALPHA system.

A screen like the one shown below will be displayed upon successful login which will allow
the user to select the Operator system role:



https://webgate.acceptance.ec.europa.eu/tracesnt-alpha/login



Request authorisation Personal Information
EU Login is the placs where your personal information
are stored. If any of the information displayed here is
wrong, you can update it there. Your information will be
refreshed automatically in TRACES the next time you log
in

A

You currently do not have any role allowing you to access the application.

Please select the type of organisation you're requesting access for. FullName  Test USER Twenty-five

IMPORTANT: Do not request access from a new tab - this can result in duplicated access requests. Domain [+ External

Username  noadraay
Operator

Economic operators such as particular stores, non-profit org

Email

& My account on EU Login

Organic Caontrol Body

Control Bodies listed in Annex 11l and Annex IV of Commission Regulation (EC) No 1235 a Change your Password at EU Login

Authority # Update your Information at EU Login

ices, Veteninary authorities, central

Competent authority such Cust
phytosanitary authorities,

Appointed Veterinary Offices

Description

Other body

Other bodies such as translators, country administrators, customs systems (at national level)

© Need to find out which kind of organisation you belong to?

As an Economic Operator user, one must select the “Operator’ option from the authorisation
request screen as shown above.

The “Operator” entity is not an individual user, but rather a company entry as previously
mentioned. Once the Operator entity is created and validated by an administrator, a user entity
can then be assigned to the registered operator company.

Although the term Operator is sometimes used for both the legal entity and the individual role,
they have very different meanings in TRACES NT depending on the context.

If the required operator entity does not exist, it can be created by the user as will be explained in
section 0 below. Before a newly created Operator can be referenced and users can by assigned to
it, it must be validated by an administrator.

Important Note: While an operator entry can have multiple activities, duplicate operators are not
allowed in the system and will not be validated.

When a user creates a new Operator entity, that user becomes an administrator for the new
Operator and can validate that Operator’s new subsequent users following the instructions
provided in Annex II.

Role Assignment and Authorisation (Existing users)

If the user has used the system before and has already been assigned to an existing Operator
entity, they will need to request an additional role for the EUDR DDS system.

To do this, the user logs in with the known credentials as usual.

The steps below must be followed to request a EUDR DDS additional role:






1. After successfully logging in to the system as usual, please select “Edit your profile” as shown in
the screenshot below:

A Notifications @~ €3, endorsmgrauthcrwrusarﬁ@en—lranes@u

Endorsing Authority USER six | e 0ut
endorsing-auhoriy-userb@ec-ioces.eu

Engish (Engish) v

& Edityour profle
Lastlogin: 1 16:13:48 +0200 CEST

Available roles:

1 BE DDs Operator

EU Cites operator

= NLDDS Operator

2. From the next screen, please select “Request new role” and then on “Operator” from the ensuing
screen as shown below:

Ed |t YO ur P rOf| | e Request new role - 8 Save Preferences

General preferences Personal |

Europe/Luxembourg - Central European Summer Time (+02:00) EU Login is the place where your personal information
are stored. If any of the information displayed here is
wrong, you can update it there. Your information will be
refreshed automatically in TRACES the next time you log
in

Timezone
Local time: September 6, 2023 14:19:19 +02:00 CEST.

Notification preferences Full Name  Endorsing Autherity USER SIX

Domain [+ External

Documents notifications Username

Please untick notifications you have no wish to receive Email

Authority created

& My account on EU Login
Authority updated

' Catch certificate draft created & Change your Password at EU Login
[en] (NOTIFICATION_EVENT TYPE) CATCH CERTIFICATE MASTERS AND PORTS SIGNED
. i . . # Update your Information at EU Login
~| Catch Certificate: Rejected by validating authority
[en] (NOTIFICATION_EVENT_TYPE) CATCH_CERTIFICATE_SENT_TO_MASTERS_AND_PORTS

3. From the following screen, please enter the country of the existing Operator to register with, the
section (EUDR), and the new operator role required to be added to the current user profile and
click on “Search” as shown in the screenshot below:

< Select an existing operator 9 Request authorisation

Country (¥ ] Belgium {BE)

Section: EUDR (EUDR)

Activity Type

Search: EUDR Authorized Representative
EUDR Operator

EUDR Trader

Name Address Activities [ ]

Start searching with Search button.






4. If an Operator entity exists (with the criteria entered), it will be displayed in the search results

screen:

Select an existing operator

Country [ B ] Belgium (BE)
Section: EUDR (EUDR)
Activity Type

Search

Name Address

BE DDS Operator Rue du Noyer 4367
EORI: BE4422553667 1000 Brussel
01 Belgium

=+ Create a new operator [ Request authorisation

Really didn't find the operator you belong
107 In this case only you might censider
creating a new ene using the button
above

Activities

> EUDR Operator (euor) [[ZE)

5. After selecting the desired operator entry from the list, a confirmation pop-up is displayed. An
optional message can be provided. To proceed click on “Send authorisation request” as shown

below:

Confirm authorisation request for BE DDS Operator

Optionally, you can provide some additional useful information.

Message Please authorize additional role assignment
£
Email =
Phone a

Cancel Send auﬂiisaﬁnn request

If there is no pre-existing operator with the desired criteria (i.e., Country and EUDR section) then a
new Operator entry must be created following the prompt shown below followed by the process

described in “Creating an Operator Entry” below.

+ Create a new operator

[ Request authorisation

Really didn't find the operator you belong
to? In this case only you might consider

creating a new one using the button
above.






When access is granted, in addition to the notification email, there will also be a message in the
Notification area of the system like the one shown in the screenshot below (Access request granted):

A Notifications B~ ), endorsing-authority-user3@ec-traces.eu

6.9.0-SNAPSHOT
A New and read nofifications G
& ACCESS request granted
Seplember 20, 2023 11:55:26

16 days ago.

= TRACESNT Web Service access validation
September 12, 2023 10:10:08
24 days ago.

v = TRACESNT Web Service access validation
September 12, 2023 10:09:37
24 days ago.

el
ni
e & ACCESS request granted

September 12, 2023 10:09:14
24 days ago.

El

_ogin

Creating an Operator entity

If an Operator with the criteria entered does not exist, then the system will prompt to create a new
Operator (Company), (and associate the logged in user account as an administrator of the new Operator)
as shown in the screenshot below:

Select an existing operator + Create anew operator [ Request authorisation

Really didn't find the operator yolrbelong
Country il Belgium (BE) = to? In this case only you might consider
creating a new one using the button

above.
Section EUDR (EUDR)

Activity Type

Name Address Activities | ]

© No matching results.

Last update: 2023 Report a Problem Legal Nofice Terms of Use Cookies Privacy stalement Credits Contact Top Page
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To create a new operator, please provide the following information as shown in the screenshot below
(mandatory fields in asterisks) and click on “Create a new operator”:





< Create operator to request being attached to nusersen [P —

Operator Details Chapter or activity

Name ACME Chapter EUDR

Country 10 Belgium {BE)

Phone . | +32555078455

v Activity details

Section EUDR (EUDR)
Addresses

Activity

\dentifier E ::r!z?c Representative * -
El erato Activity details

Region  Liége BE-wic)/ Wallonia [BE-wal Valid From +02:00 CEST

i 4000 Liege
City = Valid to +02:00 CEST

55 Rue ve .
Address 5 Rue du Ployer Publication date

Coordinates i Application date

v Activity Address

Operator Identifiers Address

Value
BE2268338544

Format: BE12345X789012345

o

Operator Details:
i. Name*
ii. Country*
iii. Phone / Fax / Email
b. Company ldentifiers
i. Company ldentifier (EORI, VAT, etc.)*
c. Address(es)*
i. City (dynamic “as-you-type” search provides match and includes region)
ii. Region (auto filled)
d. Chapter* (EUDR)
e. Activity Section*

f.  Activity*

ANNEX Il VALIDATION OF USERS

As an administrator, an operator user can validate other users that wish to enrol in the same
company. In the example below, user “env-testuser14@ec-traces.eu” has requested the “Operator”
role in the “HU Test Operator” by following the procedure in section(s) 0(x) of this guide.

The email of the new user is required for this procedure.





Steps to validate another user request by the Admin user:

1. Navigate to the “Actors” menu item as shown below, and select “Users”:

BB Actors - = Reference Data ~ B Publications ~ @ Help ~

Entities
Operaors rch - Due Diligence Stz

Authorities
ana arities, sctivities earch
Controlled Locations

Individuals Reference Number
USﬁrs

Others

Means of Transport

Last update: 2023 Leg,

From the next screen, search for the provided email as shown in the example below:

Search Users # Search pending requests
Search: | emctestuseri4@ec-races.eu Advanced Search »

Full name 4% Account name

Last Login

Test USER frourteen needr3is _— January 18, 2024
[ Operator | e | 10:32:18+01:00 CET
X No access.

= HU Test Operator 21 minutes ago.

Clicking on the name as shown above results in the detail screen of the user as shown below:





< Edit User Test USER Fourteen pR—

User details
Usemame  needrais Email  envtestuserid@ec traces eu
Domain [ Extemnal Phaone .

Full name  Test USER Fourteen Fax o

Digital signature  Not authorized Application access X No access.

authorized SEAL
requester D

User Roles status to display 1Deleted v 1Requested v 0Suspended v 0 Valid

HU Test Operator # Requestec pe »
> EUDR Authorized Representative eupr  Valid
> EUDR Operator evor  Valid @

10111239 Budapest Administrator

= Hungary (HU)
Use of arganisation eSeal

Electronic seal manager / requester [

Issuing of organic operator certificates 4

In the example above, there is one pending role for this user (Test USER Fourteen) to be validated
(“Operator”). To validate the new role, please click on the respective green checkmark button and then
click on “Save Changes”.

The new role is now validated as a user for the requested operator (company).

- End of Document -
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924CD83D.xml
 
		 
			 
				 
					 2024-05-06T22:51:33.035+02:00
					 2024-05-06T22:51:38.036+02:00
				
			
		
		 
			 
				 User username, using third party system eudr-repository and IP address X.X.X.X says: hello
			
		
	


